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Preface ::: 

Preface 
 

 

 

Surfing Among the Cyber Sharks is a parentôs guide 

to protecting children and teens from online risk. Itôs a 

collaborative effort written by Vincent Schiavone, Bob 

Kessinger, John Sancin and Barb Rose, all of whom 

also have extensive computer security software 

backgrounds, contributed to the book. It is the first 

time that noted industry experts have come together 

to address this important topic. 

 

All four authors work for or are associated with 

CyberPatrol, one of the leading and most respected 

names in parental controls software. We have 

observed a serious digital divide between parents 

and kids. Kids know the Internet inside out but are 

unaware of its hidden dangers. Parents have a dual 

problem: Not only do they not understand the 

dangers and consequences of certain online 

activities; they also donôt know the Internet and what 

their kids are doing with it. Thus the digital divide. 

 

While writing this book, we had conversations with a 

number of kids to get real-life input on their cyber 

activity and experiences. One kidðweôll call him 
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Jasonðwas particularly open about his online activity 

and some of his personal experiences. Jasonôs real-

life stories are shared throughout the book, offering 

unique insights from a kidôs point of view. We thank 

him for sharing his experiences with us. 

 

Rather than focus on a single aspect of online risk, 

such as cyber-bullies or sexual predators, we explore 

the big picture, touching on just about every aspect of 

cyber dangers. Real-life examples emphasize both 

the problems and the consequences of surfing 

among the cyber sharks. 

 

These online threats come from a variety of places 

and a wide range of people. Whether the sources are 

questionable web sites or online predators, we refer 

to them as cyber sharks, people who prey on 

unsuspecting Internet surfers, particularly kids. Like 

real sharks, they are ever present in the safest of 

waters and they have feeding frenzies in shark-

infested waters. We explore the dangers in simple 

terms and offer practical solutions for keeping your 

kids safe. 
 

Since we are associated with CyberPatrol, we are 

able to offer FREE online tools that can help you 

understand Internet surfing habits and minimize the 

chances of a cyber shark attack. These tools are 

available at www.cyberpatrol.com/cybersharks and 

http://www.cyberpatrol.com/cybersharks
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are updated regularly. We appreciate the support we 

have received from CyberPatrol both in the writing of 

this book and providing ongoing information and tools 

to help parents make the Internet a safer place for 

their kids. 

 

Surfing Among the Cyber Sharks holds nothing back. 

Protecting kids is a sacred obligation and a clear 

case where ignorance is not bliss. The more you and 

your kid know about online dangers, the more 

prepared both of you will be to deal with and minimize 

the problems. 

 

Remember that technology does not discriminate 

between right and wrong or good and bad. People 

do. Thatôs where you as a parent come in. And this 

book will help you protect your children from online 

risk. 

  

 
 
  



 

 
 8 
 

Dangerous Waters ::: 

CHAPTER 1 

 

Dangerous Waters 
 

 

 

Cyber-bullying, sexual predators and sexual content 

receive lots of attention in the press and we will cover 

them in depth in this book.  There are other dangers 

on the Internet that may be just as treacherous to 

your kid. Every kid has different vulnerabilities and 

there are many kinds of cyber-sharks seeking all 

kinds of kids.  

 

The Internet just may be the greatest 

accomplishment of our lifetime. With over 150 million 

web sites ranging from shopping to social networks, 

there is nothing that you canôt find online. One and a 

half billion people access information on the Internet 

and easily connect with others from around the world. 

And for the most part itôs good. 

 
The Internet and technology make our lives easier, 

letting us do more things faster and better. Now, 

more than ever, itôs hard to imagine life without the 
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Internet, email, cell phones, and texting. But there are 

dangers lurking in the waters. 

 

Just as the Internet and technology have made 

everyday life easier for people at home and in 

business, it has also made things easier for those 

with malicious intentions. Social issues that have 

existed forever are multiplied and magnified by 

technology. Dishing out pornography is easier than 

sending an email. Child predators regularly comb 

social networking sites looking for our kids, who we 

think are in the safety of their homes. Anyone can 

buy diet pills and steroids as easily as they can 

download iTunes. And bullying has taken itself from 

the playground to your kidôs computer. 

 

The number and kinds of people using the Internet to 

exploit kids is mind-blowing. Some want the kidsô 

money. Some want the kids. They know things about 

your children that even you donôt know. And when 

you look at the statistics, the odds are extremely high 

that your kid has already been exposed to these 

people. 

 

Surfing Among the Cyber Sharks paints a clear 

picture of the online dangers and helps you 

understand your childrenôs vulnerability to those 

dangers. It also helps you approach your children to 
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discuss the risks and consequences of online activity, 

and describes technology you can use to provide a 

safer online environment. Finally, this book outlines 

the steps you should take if you encounter a problem. 

 
 

Sharks in the Water 
 
Itôs all too easy to take a simplistic view of potential 

dangers on the Internet. Itôs not just pornography or 

cyber-bullying that we need to be concerned about. 

There is a collection of online bad guys, cyber sharks, 

that in one way or another live to exploit kids. 

 

Like sharks in our oceans, cyber sharks prey on their 

victims for sustenance and survival. Driven by 

perverted desire or the potential of quick cash, their 

target is clearðyour kid. Some are blatant, posing as 

new friends and luring kids into compromising or 

dangerous situations. Others are more subtle, 

opening the door to suggestive or inappropriate sites 

by simply asking for the surferôs age.  

 

Imagine a 14 year old kid at the checkout counter of a 

store with a six pack of beer and a bottle of wine. The 

guy at the counter asks the kid, ñAre you twenty-

one?ò The kid says, ñsure I amò.  Taking the kids 

word for it, the counter guy rings up the sale. 
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This would never happen in the real world because 

we have laws to protect our kids. But web site owners 

pushing porn and other inappropriate material are 

only interested in protecting themselves. So they ask 

the kid to check a box indicating they are over twenty-

one. Thatôs the only age verification required online. 

 

 
Cyber sharks come in all shapes and sizes 

 
As a parent you would never, youôd never accept 

bomb-making instructions mailed to your home, or 

the local library letting a ten-year-old check out the 

latest Playboy magazine. Yet kids can get these 

things online in your own home, your kids bedroom 
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and often in his school. And if you donôt believe it, do 

a Google image search on Suzie, Susie, or just about 

any female name ending in ïie. It sounds innocent 

enough. Do not try this, however, if your kid is around 

or if you are offended by explicit sexual pictures. 

 

Cyber sharks come in all shapes and sizes. While the 

cyber shark that could inflict the most damage on 

your child would no doubt be an online sexual 

predator, your kids are more likely to become 

victimized by cyber-bullies. Ranging from classmates 

to casual friends, they use the power of the Internet 

to spread trash and lies about your kid to anyone who 

will pay attention. 

 

Like real sharks, cyber sharks continually prowl the 

waters in search of prey. They may show up in what 

seem to be safe waters. In these cases we need to 

be aware of what attracts cyber sharks, and make 

sure our kids practice safe surfing.  

 

Social networks are a case in point. Sites like 

MySpace and Facebook serve to connect people in 

an online network where they willingly share 

information, photos, and personal interests. It just so 

happens that this is the same information that sexual 

predators want. With this type of data at their 
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fingertips, imagine the time they save looking for 

victims.  

 

Familiar Problems 
 

Most of the problems we face online arenôt new. Long 

before there was a dot-com, we had to confront social 

problems like child predators, pornography, drug 

sales, bullying and the like. In 1955, for example, a 

student in Pennsylvania killed an 18-year-old student 

who lived in the same dorm in revenge for the 18-

year-oldôs incessant bullying. The simple fact is that 

these problems exist with or without the Internet or 

any other technology. Adding technology to the mix 

makes the situation worse, impacting more people, 

faster, and with more intensity than ever before. 

 

Anywhere, Anytime 
 
One of the long-standing, and still current, cardinal 

rules for protecting kids from cyber sharks is to make 

sure your kids access the Internet in a public part of 

your home. In other words, donôt let your kids surf the 

net in their bedroom with the door closed. The theory 

is this: If you keep your family PC in the living room or 

dining room for all to see, your kids wonôt surf bad 

places. While this is still a good practice, 
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advancements in technology and the access to it is 

changing all the rules. Itôs no longer about the  

family PC. 

 
Kids access the Net from anywhere, anytime 

 
The reality is that today kids can go online almost 

anywhere, anytime. The Internet is accessed not only 

from the safe confines of the family room but also 

from school, libraries, work, or a friendôs house. And 

until now, kids have never had more ways to get 

there, ranging from games to smart phones. 
 

That home Xbox or PlayStation that keeps your kid 

glued to the couch and TV is now wired. Three of ten 

kids are interacting with other gamers online in real 

time. 
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Seven in ten kids now own or have access to a laptop. And 

since most laptops have Wi-Fi connections, anyone can go 

online wherever there is a hot spot, including bookstores, 

coffee houses, and fast-food chains. Cities and 

communities are making free Wi-Fi service available to 

residents. And metro wide hot spots give free Internet 

access to anyone in the area. 

 

How Kids Access the Internet  

 

(Source: Lenhart, 2008) 

 

 

Seven of ten kids have Internet 

access from a home computer. 

 

Seven of ten kids have Internet 

access from a portable laptop 

computer. 

 

Three of ten kids connect with the 

Internet using games. 

 

Two of ten kids have smart phones, 

allowing Internet access from 

anywhere. 

 

Nine of ten teens have cell phones 

for texting. 
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Cell phones have become the universal 

communicator. Various studies suggest that about 

half of kids 11 to 12 years old have them, as well as 

nine out of ten teens. Kids with cell phones text more 

than they talk, and even use code. And since cell 

phones almost always have a camera, they are doing 

something else: ñsexting,ò or sending nude or 

seminude pictures of themselves to others. Two out 

of ten kids admit to having done this. (Lenhart, 2008) 

 
 

One in five teens electronically sent, or posted online, 

nude or seminude pictures or videos of themselves. 

(CosmoGirl.com, The National Campaign to Prevent Teen 

and Unplanned Pregnancy, 2009) 

 

Cell phones also give sex offenders another way to 

communicate with kids. Like they do in chat rooms, 

they hide behind the perceived anonymity of text 

messaging and ñtalkò to your child. 
 

You simply canôt be with your children every time they 

go online. Nor can you hope to keep up with the 

latest in technology. Most of the stuff we use today 

didnôt exist just five years ago. And since we couldnôt 

imagine back then the technology we have today, we 

canôt imagine today the technology weôll need to deal 

with in the future. 
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How the Waters Get Infested: 

The Technology Multipliers 

 

Massive  150 million web sites worldwide. 

Instantly Accessible  1.5 billion people worldwide with instant 

access to anything you put online. 

Unbiased  Technology doesnõt care about content. 

Portable  Kids donõt need computers at home to get 

online.  

Advanced   Kids know technology and parents canõt 

catch up. 

Anonymous  Technology makes it easier to hide activity 

and identity. 

Efficient  Easier and faster for sharks to find kids. 

 

 

What to Do? 

The first step is to acknowledge the breadth, depth, 

and seriousness of the problem. Sounds simple, but 

in practice, most parents have no idea of the kinds of 

things kids are exposed to online every day. And 

when something strange or bad does happen, the 

odds are your kids wonôt tell you about it. 

 

Seven out of ten kids do not tell their parents or guardians 

about what they do online unless asked. (McAfee, 

2008, p.3) 
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The most disheartening and alarming reaction to 

cyber sharks is that most parents believe the issue is 

being addressed because they talk to and trust their 

kids. Trust and communication are good things. 

Unfortunately, however, even smart, good kids do 

stupid things. And in many cases, as smart as kids 

are about technology and the Internet, they donôt 

have enough information about the risks and 

consequences to make good decisions. And that can 

be disastrous. 

 
There is also a fear among parents of violating their 

kidôs privacy. But on some level, isnôt paying attention 

to things children may want to keep private part of a 

parentôs job? If we are too afraid to intrude, we miss 

opportunities to discuss important issues facing our 

kids. 

 

We would never let our kids run free in a real-world 

place that had everything the Internet has to offer. 

We canôt afford to do it in the virtual world, either. And 

although kids may not like it, we must take these 

steps to ensure that our kids are adequately 

protected. 

   

The bottom line is that protecting our minor children 
online is a parentôs right and responsibility. This isnôt 
about their freedom to view or freedom of speech. Itôs 
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simply about keeping our kids safe from ever present 
dangers for their own good. 
 

Protecting Your Kids 
 

Here is a summary of the steps you can take to 

protect your kids online: 
 

 Understand the Internet and cyber 
sharks. 

 Talk to your kids about their online 
activity, the risks, and the 
consequences. 

 Use appropriate technology to help with 
the problem, such as blocking access 
to bad sites (shark-infested waters). 

 Trust but verify. Monitor your kidsô 
online activity. 

 Watch whatôs happening in open 
waters. Know whatôs happening outside 
your own virtual world. 

 Create an emergency response plan in 
case the cyber sharks attack. 

 

 

Each of these steps is covered in detail in the 

chapters that follow. 
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Meet Jason, Our Undercover Kid  

 
Jason is a 16-year-old high school 

student who agreed to talk with us 

about his personal cyber 

experiences and give us honest 

answers to our questions. Heôs a 

good kid, has plenty of friends, is 

socially active and has a great relationship with 

his parents. In fact, his father was with us as we 

asked questions and shared stories. 

 

Like many kids his age, Jason knows the Internet. 

He has a Facebook account, participates in chat 

rooms and knows exactly where to go on the 

Internet to find any information he needs. He 

even showed us a few things we werenôt aware 

of. However, like many other kids we talked to, he 

had no idea how cyber sharks work or what they 

do.  

 

Jason doesnôt use the Internet to intentionally do 

bad or malicious things. Heôs just trying to survive 

in a cyber world. All of what he knows about the 

Internet he has learned on his own or from his 

friends. That includes cyber values. Since his 

parents donôt really understand the Internet, they 
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canôt teach him, so many of these values come 

from his friends. For example, ñIf theyôre doing it, 

it must be OK.ò 

 

Weôll use Jasonôs experiences throughout this 

book to help give you a better understanding of 

what a typical kid is doing online. We thank him 

for sharing his experiences with us. 
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CHAPTER 2 

 

Playing in  

the Cloud 
 

 

 

Computer people refer to the Internet as the cloud. 

Before dipping your toes in to test the cyber water, itôs 

important to understand a few facts about working 

and playing ñin the cloud.ò  

 

Some Basic Facts 
 

 ̧ First of all, what happens in cyberspace stays 

in cyberspaceðforever. The Internet is a two-

way street. You can get information or give it. 

But once you give it, thereôs no taking it back.  

 

 ̧ Next, there is no such thing as age verification 

online. When required, give an age, any age, 

and youôve satisfied the requirement. 
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 ̧ Finally, anyone can operate with almost 

complete anonymity. Almost. So kids who 

believe they are anonymous need to 

understand that most online actions are 

traceable; in many cases there is only the 

appearance of anonymity. But itôs most 

important to remember that cyber sharks also 

can appear to be anonymous. 

 

No Delete, No Undo 
  

While a good portion of this book deals with cyber 

sharks who come after kids, this section is a little 

different. Itôs about shark bait. One of the best ways 

to protect your kids is to be sure they donôt put things 

online that will attract cyber sharks. And what most 

people, adults as well as kids, donôt understand is 

that when you use the Internet to share information, 

itôs there forever. It becomes shark bait. 

 

Ever send an email that youôd like to take back? It 

canôt be done. OK, so you send another email taking 

back or apologizing for the first. 

 

Sharing information online, private or public, puts it 

out to the world. Once you post information to a 

social networking site, send or reply to an email, text 

or post a picture, or comment on a blog, itôs out there 
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for anyone to see. In some cases itôs stored in a 

database you canôt control. In other cases itôs passed 

on from the original recipient to whomever they care 

to share it with. In either case there is no undo. 

 

Kids willingly and knowingly give up information 

without considering the consequences. Even if youôve 

taught them that giving out information like home 

addresses and phone numbers is strictly taboo, social 

networking sites give them the opportunity to offer up 

much more without knowing it.   

 

For example, posting seemingly innocent pictures 

can unwittingly divulge important information. Take a 

picture of a cheerleader, standing in front of her 

house, with the address showing. From just this one 

picture, any interested observer can find just about 

everything they need to know about her. 

 

Posting inappropriate pictures can have even greater 

consequences. Drinking at a dorm party and posting 

the picture may seem cool to your kids now, but a few 

years down the road, potential employers might not 

think itôs so cool.  

 

Some prospective employers are asking applicants 

for access to their Facebook or MySpace page as 

part of the interviewing process. Employers can 
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terminate an employee or refuse to hire a job 

applicant based on information found on the Internet. 

High schools are also warning students that college 

admissions officers surf Facebook.  

 

A public university denied a woman a teaching degree 

because of a photo posted on her MySpace page with the 

caption òdrunken pirate.ó (The Wired Campus, 2008)  

 

And hereôs the real rub: Information or pictures 

shared on the Internet are out there somewhere; 

thereôs no guarantee you can delete them.  
 

Then there are those pictures sent to others or 

shared on Facebook. You canôt retrieve or delete 

pictures sent to others, and you canôt control what 

others do with pictures posted online. 

 
So to protect your kids, donôt let them put things 

online that will attract cyber sharks. And remember 

that once those things are ñin the cloud,ò theyôre not 

going away. Even if you want to try and remove 

unflattering data, it can be very expensive, with no 

guarantees of success. 

 

No Age Verification 
 

You can be any age you want to be online. Kids can 

pretend they are adults and adults can pretend they 
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are kids. And itôs easy. How is that possible? Anyone 

asking you to verify or confirm your age simply takes 

your word for it. Thereôs no verification. 

 
The prevailing attitude of sites that ask your age is 

that they donôt really care how old you are. If they 

state that you must be 21 to enter their site, or if they 

just ask you to enter your birth date on an application 

form, theyôve done their job. The law only requires 

sites to ask a userôs age and they are in the clear, 

even on kid sites. It may be wrong, but itôs the law. 

And if you wonder why they donôt verify, follow the 

money. The internet is big business and there is lots 

of money that can be made from kids online. 

 

There are two sides to this age problem. The more 

obvious problem is that kids can lie about their age to 

gain access to sites that are adult-oriented or that 

offer access to age-restricted items like drugs, 

alcohol, or gambling. Conversely, adults can pretend 

theyôre kids and make their way into chat groups and 

social networking sites. And thatôs exactly what 

sexual predators do. 

 

In January 2009 a Supreme Court decision took 

ñonline age verificationò off the table as a requirement 

of the Child Online Protection Act (PBS, 2009). So 
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when it comes to the Internet, we are stuck with 

trusting kids and adults to give their real ages. 

 
 

The U.S. Supreme Court refused to resurrect a law 

requiring web sites containing "material harmful to 

minors " to restrict access based on age. (Gross, 2009) 

 

Hidden Identity 
 

Whether youôre sending an email or filling out a form, 

itôs difficult, if not impossible, to verify that you are 

who you say you are. If you create a fictitious name 

and get yourself a free email address that alone will 

get you past the gates of most restricted web sites 

requiring you to register. So even if your kids have 

email addresses you know about, it doesnôt mean 

they donôt have others you donôt know about. 

 
Kids can set up multiple emails for multiple purposes. 

Letôs say they want to join a site that requires an 

email address but they want to keep their 

membership hidden from their parents. Creating a 

secret email account makes it easy. They donôt have 

to access the email account from the computerôs 

email program (like Outlook); they can access it 

directly from the providerôs web site. 
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Very little information is required for setting up an 

email account, and there are plenty of free email 

services available. Just supply a name (not verified), 

age (not verified), and password, and youôre off to the 

races.  And kids can use any "handleò they want for 

their e-mail address like: 

mycityhotblonde18@AOL.com. 

 

 
Very little information is required to get a free email 
account. 
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CHAPTER 3 

 

Shapes and Sizes 
 

 

 

The two main types of cyber sharks, attracters and 

attackers, feed on the easiest prey: kids. 

 

All kinds of cyber sharks lurk in the apparent calm of 

the Internet waters. Some are out there casting nets 

to see who they can collect to come to their web 

sites. Others are looking for information about kids so 

they can steal identities. The ultimate cyber sharks 

are sexual predators, and they literally go after kids. 
 

There are two main types of cyber sharks: attracters 

and attackers. Attracters lure kids to objectionable 

web sites, preying on their youthful curiosity. 

Attackers are outright predators who will do harm 

using any means possible. 
 

A Wisconsin high school student was facing felony charges 

for posing as a girl on Facebook and tricking 31 male 

classmates into sending him naked photos of themselves. 

(Associated Press [AP], 2009) 
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There are two other, passive participators in the world 

of cyber sharks: enablers, and smart kids who do 

dumb things. Enablers are typically social networking 

sites that serve the positive purpose of sharing 

information and connecting people with common 

backgrounds or interests. Unfortunately, these are all 

the things that predators are looking for.  

 

Predators need information about their prey, and they 

also need to connect with them. Thatôs why 

MySpace, Facebook, and other social networking 

sites are a virtual gold mine for sexual predators. 
 

 

Over the course of two years, MySpace kicked 90,000 

known registered sex offenders off its web site. 

(Schonfeld, 2009) 

 

  

Attracter Cyber Sharks 
 

Attracter Cyber Sharks use web sites that kids 

willingly or mistakenly go to that display undesirable 

or harmful content. Most often, these websites 

contain adult content or they are porn sites. But there 

are plenty of harmful web sites that contain no adult 

content whatsoever. 
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Kids are curious and attracters know it. Simple 

searches produce results that get kids to these web 

sites. Sometimes they find their way there using a link 

sent from a friend. 
 

Another trick that attracters use to 

pull in visitors takes advantage of 

typos and spelling errors that occur 

when the user mistypes a web 

address. Itôs called ambush porn. 

Nearly four out of ten kids have experienced it. Your 

kid can make a simple typing mistake and end up in a 

very bad place.  
 

For example, kids frequently visit YouTube 

(www.youtube.com). But if they mistakenly add an 

extra y (www.youytube.com), they are whisked away 

to a very graphic XXX site. We strongly suggest that 

you DO NOT TRY THIS. Once you arrive at 

youytube.com it takes control of your browsing and 

you may have a tough time leaving the site. 
 

Many web sites are inappropriate for children and 

teens. The categories of sites listed here are those 

that no kid has any business being on. Information on 

these sites is vulgar, lewd, or outright illegal.  
 

Adult Sites contain adult topics, phone sex, adult chat 

rooms. Nudity may be included, but not graphic 
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sexual content.XXX Sites contain pornographic and 

graphic adult material.  
 

Gambling Sites offer online gambling, bookmaking, 

sports betting, dog tracks, and horse race betting. 

Warez and Hacking Sites discuss or distribute tools 

for hacking, cracking, attacking, or phreaking 

systems. They offer software that has been cracked 

or that has a key generator, which provides a key to 

open the application you are trying to use for free. 

Much of this activity is illegal. 
 

Drug Sites contain illegal online pharmacies, illegal 

drugs, drug manufacturing, and information about 

recreational drug usage. Illegal Activities Sites 

describe how to modify weapons, make bombs, 

phish, and perform credit card fraud.  

 

Adult and XXX Sites  

The difference between adult and 

XXX sites is the degree and level of 

unsuitable content on a web site. 

Adult content may be limited to 

nudity and suggestive material. XXX 

sites are all-out pornography.  
 

Four out of ten kids admit to viewing porn, nearly half 

of whom say they didnôt want to see it. So even if 

your kids have no desire to look at porn, thereôs still a 
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fairly strong chance that theyôll get 

ambushed by a site thatôs just 

waiting for them to make a typing 

error. Simple, innocent searches 

can also display links to porn sites.  
 

 

The average teen spends 1 hour and 40 minutes a week 

browsing sites for pornography. (MailOnline, 2009) 

 

 

Popular search sites like Google and Yahoo! offer a 

safe searching feature that removes sexually explicit 

material from search results. And the good news is 

that they come preset to block porn. But some cyber-

savvy kids know this. So they change the settings to 

allow porn to show up in searches. If they know you 

are paying attention, they change the setting back 

when theyôve finished. They get to the porn and you 

never know. 
 

 
 

 

A view of the Google Search SafeFiltering features 
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To turn on, or change Googleõs Safe Search Filtering, go to 

Preferences and select either the strict or moderate 

filtering option. The Yahoo! Safe Search Filter can be 

accessed through the Yahoo! Search preferences. 
 

 

Most schools and businesses, and some homes, use 

software to block access to these sites. But cyber-

savvy kids have that figured out too. There are web 

sites and even videos that teach kids how to get to 

blocked sites through something called proxies. Good 

parental controls software, like CyberPatrol, blocks 

the proxies. But what may be even more enlightening 

here is that some kids are working hard to get to 

these blocked sites. 
 

 

To be honest, we still arenôt 

entirely sure how much time 

Jason may be spending at porn 

sites, if any. We asked, ñHow 

many times do you go to porn 

sites?ò Jason said, ñI donôtòðfollowed by, ñYou 

just have to make sure that safe surfing is turned 

off if you want to view them.ò He then went on to 

show us exactly how to do it. 
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Spending time on porn sites can also cause problems 

with computers. According to Web of Trust (WOT), 

ñWebsites offering adult content are the single most 

significant security threat for Internet users, 

comprising 31 percent of dangerous websites.ò Adult 

and XXX sites account for the largest percentage of 

web sites from which viruses are spread. (Web of 

Trust, 2008) 
 

Gambling Sites 

 

Now that gambling has found its 

way to TV and Texas Hold óEm has 

become increasingly popular, kids 

are trying their hand at online 

gambling. Some games are free and 

for others you pay to play. 
 

While most online games and 

activities are legal for minors, 

gambling is not. The law requires a 

person to be 18 to gamble online. 

So how do young kids get around 

the law? By simply clicking a button 

that says they are 18 years old, and 

paying with a parents credit card. 
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The Unlawful Internet Gambling 

Enforcement Act of 2006 bars 

online casinos from doing 

business in America and restricts 

financial institutions from 

processing their transactions. Yet 

Internet casinos are still available and some kids are 

finding technical workarounds to evade the rules and 

gamble online.   

 

Two to seven percent of kids have a serious gambling 

problem. Another 10 to 14 percent are at risk for 

developing a serious gambling problem. (Aleccia, 2009) 

 

Kids who gamble can lose real money, and even 

worse, risk becoming addicted to gambling. Two of 

ten kids have visited gambling sites. The National 

Center for Responsible Gambling reports that 2 to 7 

percent of young people experience a gambling 

addiction, compared to about 1 percent of adults. 
 

 

According to Mary Lay, project manager with the Indiana 

Problem Gambling Awareness Program at Indiana 

University, òOnline poker rooms have made it that much 

easier to gamble at all hours of the day. College students 

can always name that one guy or girl always in their room, 

playing poker.ó (Brooks, 2009) 
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Warez and Hacking  

Warez (pronounced ñwayrzò 

or ñwayrssò) is a dubious way 

of obtaining software that has 

been cracked or that has key 

generators that give you 

illegal keys that open 

software. The term is 

generally used to describe 

pirated software made available to the public. 

Crackers break the softwareôs protection and then 

share illegal copies. They then distribute them via the 

Internet.  

  

Fourteen college students were sued for copyright 

infringement by the recording industry's trade 

association, which accused them of illegally downloading 

or sharing music files over the Internet. (Swedlund, 2008) 

 

Peer-to-peer (P2P) or person-to-

person Warez sites allow users to 

share files (music, video, and so 

on) with one another. The 

entertainment industry contends 

that sharing music and movies online is illegal. As a 

result, it has filed and won lawsuits against kids 

sharing files illegally. According to industry sources, 

three in ten kids have illegally downloaded music. 
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Jason on Illegal Downloading of Music 

We asked Jason if he had ever 

downloaded music illegally. 

ñSometimes,ò he said. ñEverybody 

does it. But if I really like the artist, 

I delete the file and go out and 

buy the actual CD.ò 

 

He went on to say that some lesser-known artists 

post their entire albums for free. It was his way of 

saying that some of what he is downloading is 

legal. 

 

We then asked Jason if he had downloaded 

anything else. "Just movies and stuff," he said. 

ñYou can get newer movies before anyone else. 

Theyôre just out there.ò 

 

None of this sat very well with Jasonôs dad. He 

had already told Jason to stop, but obviously 

Jason hadnôt. Yet these types of sites are easily 

blocked with parental controls software. 

 

We told Jason about the consequences this way: 

ñYou are putting your mom and dad, your way of 

life, your college education, and your parentôs 

reputation on the line. Is it worth all that to simply 

get a free song you like?ò 
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He was a bit stunned and said, ñWow, never 

thought about it that way. Donôt think I want that 

to happen.ò 

 

ñSo are you going to stop?ò we asked. 

 

ñIôll have to really think about that the next time I 

download music,ò he said. 

 

 

The problem extends beyond music. Kids also 

download bootlegged movies and other videos. And 

from what weôve been told, they donôt see what the 

real problem is here. Make no mistake about it, this is 

illegal and could cost you, the parent, big bucks. 

 

This problem is easy to solve. You can use filtering or 

parental controls software to block these download 

sites and give your kids the time they need to 

understand the potential legal consequences of 

illegally downloading music and videos. 

  

There are Warez sites that can be trusted and that 

offer legitimate free music, games and more. Still, 

using these sites is a risky thing to do, because they 

could be exposing your computer to viruses, 

spyware, and other unwanted software. 
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Parents and guardians can be held responsible for what 

happens on the family computers even if they are not 

themselves engaged in illegal activity. (Childnet.com, 

2008) 
 

Buying Drugs Online 

 

A Columbia University study found 

that eight out of ten web sites 

selling potent prescription drugs 

(OxyContin, Valium, and Ritalin) did 

not ask for proper prescriptions. Of 

that group, nearly half specifically 

said that no prescription was 

needed. 

 

Think of the implications. You donôt 

need a prescription and there is no 

real age verification to purchase 

potentially lethal and addictive 

prescription medication. With a 

credit card, kids can buy drugs online as easily as 

they can download music.  
 

The Partnership for a Drug-Free 

America says that nearly two in 

ten teens report abusing 

prescription medications to get 

high, and one in ten report 
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abusing cough medicine to get high (The Partnership 

Attitude Tracking Study (PATS) Teen 2008 Report, 

Partnership for a Drug Free America, February 26, 

2009). The Internet makes it easy for kids to get 

these drugs.  
 

A 2007 report by the U.S. Drug Enforcement 

Administration (DEA) estimated that only 11 percent 

of prescriptions filled by traditional pharmacies were 

for controlled substances, compared to 80 percent 

filled by Internet pharmacies. This is an amazing 

reversal and points to the availability and relative 

ease of obtaining controlled substances over the 

Internet. 

 

Illegal Activities 

  

The illegal activities category 

covers a wide range of sites, 

with topics that include 

modifying weapons, bomb-

making, phishing, and credit 

card fraud. In some ways these 

sites represent the darkest and 

most irresponsible side of the 

Internet. Why would someone 

need to learn how to build a bomb? Good question! 

Yet not only are written directions available for 




